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Schedule

- 14:30 - 15:05: Hello, world! in Brane (guided hands-on)
- 15:05 - 15:25: EPIF in the PoC (presentation)
- 15:25 - 15:30: Questions, thoughts, evaluation, ...



Hello, world! in Brane

- Write youir first Hello, world!-package!

- See the steps at https://wiki.enablingpersonalizedinterventions.nl/user-guide
- Bottom-left, scroll down to “35. Tutorials”, then “35.2.1. Hands-on session: Hello, world!”
- Or see: https://tinyurl.com/umc-utrecht-demo

- I'll go through it on the board!



https://wiki.enablingpersonalizedinterventions.nl/user-guide
https://tinyurl.com/umc-utrecht-demo

EPIF in the PoC

Or: The EPIF admin-side



|. Proof-of-Concept



2

Where we left off...

- The EPI Framework is a:
“Federated workflow execution engine”

- We've discussed using the framework
- Data scientist
- Software engineer
- Policy expert

- Now: PoC-specifics as a system admin

G- - C-m

\ DatasetA1 Executor . DatasetA2 Executor ; DatasetA3  Executor :

T St. Bob Hospital T UMC Cho T Dan Healthcare
‘aa A a4 Tam A
Policy System Policy System Policy System

expert admin expert admin expert admin



PoC - The EPIF-perspective

- One central node
- Hosted by SURF

- Three worker nodes

-  SURF
- St. Antonius, UMC Utrecht
- Two datasets $U%
- umc utrecht ect :r""”""c.”"'e"“ : .. - .
- st antonius ect l e E,BE Gy Y K PBE
— - . | BRANE [P/ BRANE | BRANE [P
- Two use-cases : Local . Local Local
- Rosanne’s use-case l i l l i
- Saba’s use-case i 8*&' L 8** |
jutrecht_ect Docker I Docker )antonius_ect Docker I



PoC - Rosanne’s use-case

- Stratified Confidence Sequence analysis v

- Federated analysis un S5 on
- Compute SCS locally (UMC Utrecht, St. Antonius) " ECT
- Send to Trusted Third-Party (SURF)

- Aggregate into global result |
- Result: single value

aggregate

resultl and
result2

(at SURF)



PoC - Saba’s use-case

Training a synthetic generation algorithm

Training simple validation neural network

First train as federated algorithm
Then generate new set from central algorithm

Once as federated algorithm on raw data
Twice as centralised algorithm on half data
Once on synthetic data

Result: various trained NN models

Different hyperparameters

Compare using a test set

|

initialize
network
weights

» initialize
network

weights

aggregate
weights1 and
weights2 into —<epeat until iterated 500 times
new weights

(at SURF)

repeat until iterated 500 time}




PoC in action - Rosanne’s use-case

R €m,. - -
BRANE P
\ / | 1. Submit | 3 Local
—> | BRANE
fgloba) | Elobal o228
N A &
Docker
------ Client T

:----—UMCUtre:ht ----- : ----- -----:
i x';'% % z;'i | E
RION P7 : '1'.:... P‘f— ,
BRANE | |, BRANE | |

Local 1 Local !

..................................

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

Client
2. Execute

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

N/

~5 )
global oS85,
2ovs) 4
Docker
Client SURF

3. Consult policy

________________ O it &
! UMC Utrecht
1

1
I |

f«

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

Client SURF

l : l 4.Run container
:(mount data)

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

N/

~5 )
global oS85,
2ovs) 4
Docker
Client SURF

:-----UMCUtrecht-----: ----- -----'
1
1

B ilee) g
sl Pl sy Pj ;
BRANE [ BRANE '
Local ! Local :

1
] \ 5.ECreate local result

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

' i s : i Local
\ / ! ; 55 : '
: ! BRANE : i

Global

Client

6. Notify done 6. Notify done

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

e
: ! : I ! /~ i BRANE [Pl
i \ / 1 : 5, 7.'Execute (globay ! Local !
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Client SURF
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Local ! Local :

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

8. Consult policy

Global ) =
@obay T
________________________
Docker
Client SURF
----- UMCUtrecht--_--:---------.E
Ly : Ly :
(;{3 p i ".73 P
BRANE | BRANE [ }
Local Local

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

9. Request result
9. Request result

A2 A G
~ P* e Pj
BRANE | BRANE
Local Local

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

X
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Nt/
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Client
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PoC in action - Rosanne’s use-case

11. Transfer result

11. Transfer result

A2 A G
~ P* e Pj
BRANE | BRANE
Local Local

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

- : oD
5 | ' BRANE
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Docker
Client 12. Run container SURF

(mount data)
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UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

- : oD
5 | ' BRANE

\/

13. Create

i global result :8 !

X ]
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Docker
Client SURF
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UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

N/

X
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PoC in action - Rosanne’s use-case

[ )
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PoC in action - Rosanne’s use-case

16. Remove
intermediate results

i =
~ P Psses Pf‘
BRANE BRANE
Local Local
4 4
1_ 1

UMC Utrecht St. Antonius



PoC in action - Rosanne’s use-case

m 17. Request result m

' ‘ BRANE
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PoC in action - Rosanne’s use-case

18. Consult policy

i L Global ) .

global) S

oo N [ P — o
Docker

Client SURF

:-----UMCUtrecht ----- : ----- ----.E
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PoC in action - Rosanne’s use-case

m 19. Transfer result m
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Local 1 Local -
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PoC in action - Rosanne’s use-case

Client o
Jonhe
TTTTT umcutreht =S s s -____:
ane (Pl1 | Brane (P
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Local ! Local I

UMC Utrecht St. Antonius



Il. PoC Setup



Getting more accurate

- Let’'s get detailed!
- Multiple VMs per domain

- Proxy nodes
- Channel communication

- “Gateways” for nodes %
E- ------------- UMCUtre:htl-------------‘: E- ------------- STQNTONIVS -------------E

= R <]
Lotryl c bt
BRANE BRANE
Proxy y Proxy




Getting more secure

- Attempted to create realistic network

- VPN St. Antonius / SURF
- strongSwan VPN

- UMC Utrecht firewall restrictions
- Only proxy nodes are allowed to talk

1 https://www.strongswan.org/

B TR N
g

BRANE
Global



https://www.strongswan.org/

Getting more secure

- To adhere to security, we need to

define specific network routes
- Specific hops
-  Specific interfaces

Client

Orchestrator

_______________________________________




QOO

lll. Configuring Brane nodes



1z
13

14 hostnames :

node ml 15 central: 145.38.187.47
b 16 surf: 145.38.187.47

17 umc_utrecht: 143.121.240.12
18 st_antonius: 194.13.118.4
19 node: lworker
H 20 name: umc_utrecht
- Defines node context 21| pathe:
. . 22 certs: /home/muller/brane/config/certs
- Defines node kind (central, worker, proxy, ...) 23 packages: /home/muller /brane/packages
i . . 24 backend: /home/muller/brane/config/backend.
- DeflneS Other Conflg Iocatlons 25 policies: /home/muller/brane/config/policie
26 proxy: null
- Deﬂnes ports 27 data: /home/muller/brane/data
8 results: /home/muller/brane/results
- Deﬂnes container names 29 temp_data: /home/muller/brane/temp_data
30 temp_results: /home/muller/brane/temp_resul
- 31 services:
B 32 prx: lexternal
_ Com arable to 13 33 address: http://umc_utrecht:1080
p 14  hostnames: 34 reg:
15 central: 145.38.187.47 35 name: brane-reg-umc_utrecht
~ d 16 surf: 145.38.187.47 36 address: https://brane-reg-umc_utrecht:10
/kU_be/Conflg N yaml 17 umc_utrecht: 143.121.240.12 37 bind: 0.0.0.0:1080
18 st_antonius: 194.13.118.4 38 external_address: https://umc_utrecht:108
19 node: lproxy 29 iob:
20 paths:
21 certs: /home/muller/brane/config/certs
22 proxy: /home/muller/brane/config/proxy.yml
23 services:
24 prx:
25 name: brane-prx-proxy
26 address: http://brane-prx-proxy:1080
24 bind: 0.0.0.0:1080
28 external_address: httB://Eroxx:mSO

35/45



e

node . yml - specific interfaces

145.38.187.47
: 143.121.240.12
: 194.13.118.4
lworker

- We use hostnames to customize addressing
- Node-local contents of /etc/hosts Kb ol oo
- Different nodes talk to different interfaces
- ...while sending the same hostname around

- Hacky, but it works!

145.38.187.47
: 145.38.187.47

: 143.121.240.12 : 0.0.0.0:1080
: 194.13.118.4 https

2 STQNTONIVS
: 10.0.42.98 Iproxy
: 10.0.42.98 :
: 143.121.240.12 LA
:194.13.119.49 home/mulle
. lworker

ntonius




proxy.yml

- Routes network traffic

- Authenticates clients
- Only clients presenting signed client certificate

[lut_99@gameLinux config]$ branectl generate proxy
Successfully generated ./proxy.yml

[lut_99@gameLinux configl$ _




proxy.yml - specific hops

- Route incoming traffic through

single IP
- Essentially NATs using the
incoming-table

- Outgoing traffic already routed
through proxy by default

[lut_99@gameLinux config]$ branectl generate proxy
Successfully generated ./proxy.yml

[lut_99@gameLinux configl$ _

Proxy

(1080 ), = .
1 pie o
—_} L
@ BRANE
\ 10.0.42.98 i

Orchestrator

Proxy

NPy SAG
) @ BRANE
Local

Worker

null




policies.yml

- Defines policies!
- Implemented as simple rule-based rules
- One set defines which container to execute

- One set defines who can access which dataset
- ldentification based on client-side certificates

[lut_99@gameLinux worker]$ branectl packages hash ~/.local/share/brane/packages_2.0.0/epi_rosanne/1.0.0/image.tar
QS43hdycr/PdYZTwUAKWOc68qKEZiz90DWCoOkMdgGE=

[lut_99@gameLinux workerl$ _



Certificates

- Authenticates clients
- So that policy may authorize them

- Used to encrypt traffic
- Required:

- Root certificate
- Server certificate
- Client certificate

[lut_99@gameLinux certs]$ branectl generate certs server umc_utrecht
Downloading http://github.com/cloudflare/cfssl/releases/download/v1.6.3/cfss1_1.6.3_linux_amdéd. ..

> Checksum (0] 24
Successfully generated server certificates for domain umc_utrecht
[lut_99@gamelLinux certs]$ 1s
ca.csr ca-key.pem ca.pem server.csr server-key.pem server.pem

[lut_99@gameLinux certs]$
- [lut_99@gameLinux surf]$ branectl generate certs client surf -c
Successfully generated client certificates for domain surf

../../ca.pem -k ../../ca-key.pem

[lut_99@gameLinux surf]$ _



Takeaways

- Brane allows configuring specific
network routes
- Specific hops 8
-  Specific interfaces
- Policies defined through rule-based
YAML file

- Certificates used for
authentication/encryption




V. Conclusion



EPIF in the PoC

- Setup between SURF, UMC Utrecht and St.

Antonius

- Two use-cases
- Rosanne’s stratified confidence sequence analysis
- Saba’s synthetic data generation

- Realistic network security
- Brane supports required routing requirements




What if... BFC Framework

- BFC Framework can add in security

as Virtualized Network Functions
- Spawn as Docker container
- Route traffic through container
- Can interact with policy

- “Only share with St. Bob Hospital if
they are trusted and setup a VPN with us”
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